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1
Decision/action requested

Approve the following changes to Section 5.10 of TR 33.848
2
References

None
3
Rationale

There are currently no security threats or potential security requirements for Key Issue 9.  This document adds some.
4
Detailed proposal

5.10
Key Issue 9: Trust domain and Slice Isolation

5.10.1
Key issue detail

3GPP TS 33.501 [6], defines requirements for slice isolation. However, if one or more slices are implemented on the same common hypervisor, hosts and virtualisation layer resources / management (MANO) then requirements in TS 33.501 may only be met at the 3GPP functional application layer. Unlike slices built using PNFs, the slice isolation would only be virtual in nature and subject to the threats of other key issues described in the present document.

Similar isolation challenges and risks occur for different trust domains within a 3GPP operator network. IMS security was standardised by SA3 in release 5 to exist in a separate security / trust domain from the 3GPP or non-3GPP access networks used to connect to IMS. Using PNFs, CSCF are largely isolated from 4G or 5G core functions, except through a limited number of defined interfaces. Implementing IMS in a fully virtualised network is similar to the problem of virtualised slice isolation.

5.10.2
Security threats
An attacker could take advantage of the virtualised environment to move from a lower to a higher trust domain or to move between slices.

Sensitive data might be visible outside of the slice it should be confined to.
5.10.3
Potential security requirements

An NFV environment should use a virtualisation platform which prevents one function from inspecting the memory of other functions.  The 5GC should be configured so that NFs can only communicate with NFs which they have a valid reason to communicate with.  The default should be that functions are not able to communicate.

Delegated administrator roles shall be used and should only give the user or administrator the minimum necessary privileges. 

